This article focuses research on a comparative analysis of the legal and regulatory framework of the payment and e-money services in the BRICS countries. These services are the most receptive to innovation and considerably contribute to financial inclusion. The central banks of the BRICS countries play key roles in their national
Basic Economic and Legal Framework of the BRICS Payment Markets
all five BriCs countries belong to the actively developing payment markets. The statistics of the Bank of international settlements (Bis) 1 demonstrates the data displayed in Table 1 below. as can be seen from the figures, Brazil, russia, india and China have non-bank payment services providers including e-money issuers (except russia). The south african payment market is totally bank-led. Key trends and indicators of the russian payment market may be summarized as the following. During the last few years the number and amount of cashless payments of legal entities and individuals have increased. The share of cashless payments in the total amount of retail purchases is expected to exceed 55% by the end of 2018. online payments have demonstrated an annual growth of more than 26%. one out of five individual customer electronic payments was effected through the internet and smartphones. The russian payment market is a worldwide leader in contactless payments through mobile apps. The annual growth of e-money operations has reached 39%.
in Brazil, the Financial system law of 1964 established the Banco Central do Brasil (BCB) which, under the national monetary Council (Cmn) policy directives, shall authorize financial institutions and supervise them.
The Payment system law 10,2014/2001 is the main legal instrument that regulates the Brazilian Payments system (sPB). according to the law 12,865/2013 (Brazilian Payment law), payment schemes and payment institutions are also a part of the sPB and governed by Cmn and BCB resolutions 4,282/2013 and 4,283/2013 , and BCB circulars 3,680/2013 , 3,681/2013 , 3,682/2013 and 3,683/2013 according to the Brazilian Payment law, the BCB shall: -regulate, authorize and oversee payment schemes; -regulate the constitution and operation of payment institutions and supervise them;
-regulate fees and commissions relating to payment services; -regulate risk management and customers funds protection measures.
The Russian payment market is governed by the Federal law "on national Payment system" (russian nPs law) -definitions of payment services, funds transfer, electronic means of payment, e-money; -procedures of funds transfer and e-money transfer; -procedures of interaction between mobile phone companies and e-money operators;
-procedures of the Bank of russia supervision and oversight over the national payment system.
The Bank of russia law establishes the objectives, functions and authority of the Bank of russia with respect to the national payment system. according to articles 82.1 and 82.3 of the Bank of russia law, the bank shall ensure the stability of and develop the national payment system as well as set the rules, forms and standards of cashless settlements.
The Federal law "on Banks and Banking activity" regulates the activities of credit institutions in russia, determines their legal status and establishes authorization and prudential requirements. The law divides credit institutions into two types -banks and non-bank credit institutions.
a non-bank credit institution shall mean: -a credit institution entitled to perform funds transfers without opening bank accounts, including e-money transfers, and to open corporate bank accounts for funds transfers without opening bank accounts (so-called "payment non-bank credit institution"); -a credit institution entitled to perform funds transfers with opening bank accounts, including correspondent accounts, as well as without opening bank accounts, including e-money transfers (so-called "settlement non-bank credit institution").
The Civil Code of the russian Federation sets out the key norms that define the terms of agreements on bank accounts and regulate non-cash payments. it establishes such forms of non-cash payments (similar to payment instruments in international practice) as settlements by payment orders, by letters of credit, by collection orders, by cheques and by remittance orders. The russian nPs law additionally regulates direct debits and e-money transfers.
in India, the Payment and settlement systems act of 2007 (indian Pss law) empowers the reserve Bank of india (rBi) to regulate and oversee all payment and settlement systems and also to provide settlement finality and a sound legal basis for netting. The indian Pss law specifies that the rBi may prescribe policies relating to the regulation of payment systems including electronic, non-electronic, domestic and international payment systems affecting domestic transactions and give such directions to system providers or the system participants or any other person as it may consider to be necessary. mobile banking transactions, the issuance and operation of prepaid payment instruments and customer protection from unauthorized electronic banking transactions are regulated by the rBi as follows: -guidelines for licensing of "Payments Banks" 2014 (rBi guidelines); -master Circular "mobile Banking Transactions in india -operative guidelines for Banks" 2016 (rBi mC on mB); -master Direction on issuance and operation of Prepaid Payment instruments 2017 (rBi mD on PPis);
-instruction "Customer Protection -limiting liability of Customers in unauthorized electronic Banking Transactions" 2017 (rBi instruction).
in China, the law of the People's republic of China on the People's Bank of China (PBC law) defines the PBC's responsibilities to:
-maintain the normal operation of payment and clearing systems in China (art. 4.9); -organize or assist in organizing clearing systems among banking institutions, to coordinate the efforts of such institutions in clearing and to provide services in this regard (art. 27);
-have the right to inspect the implementation of relevant clearing regulations for banking institutions and other institutions and individuals (art. 32).
The People's Bank of China (PBC) prescribes payment and settlement rules jointly with the state Council's banking regulator as well as oversees the payment and settlement business of banking institutions.
The PBC is also responsible for market access of payment services of non-financial institutions and regulation of their payment activities. important examples of such PBC's regulations are:
-administrative measures for Payment services Provided by non-financial institutions 2010 and the administrative measures for online Payment Business of non-bank Payment institutions 2015 (nFi PsP administrative measures); -People's Bank of China announcement no. 7 of 2018 (announcement no. 7). in South Africa, the regulator's authority is represented in section 10(1)(c) of the south african reserve Bank act no. 90 of 1989 and in the national Payment system act no. 78 of 1998 (sa nPs law). The south african reserve Bank (sarB) is required by law to perform such functions, implement such rules and procedures and take such steps as may be necessary to establish, conduct, monitor, regulate and supervise payment, clearing or settlement systems. The sarB performs management, administration, operation, regulation and supervision functions concerning payment, clearing and settlement systems in south africa. The laws mentioned here do not consist of any specific requirements for payment services providers and their activities. in terms of regulation, the sarB may issue directives and position papers. Directives contain binding rules to address payment system risks, while position papers contain guidelines to address payment system risks and to foster sound practices within the payment system.
Regulation of Payment Services
The Brazilian Payment law contains definitions relating to payment services in article 2:
-payment scheme: a set of rules and procedures which regulates the provision of certain payment services to the public accepted by more than one recipient/payee, by means of direct access by end users, payers and recipients/payees; -payment institution: a legal person adhering to one or more payment schemes and carrying out the following activities: a) providing cash-in and cash-out services; b) performing or facilitating payment instructions; c) managing payment accounts and e-money; d) issuing and acquiring payment instruments and e-money; e) money remittances; f ) converting currency into e-money or vice versa. Funds in payment accounts should be separated from payment institution assets including cases of bankruptcy, and they cannot be pledged or judicially restrained. resolution 4,282/2013 empowers the BCB authority to define the requirements for the constitution, operation and cancellation of the payment institutions. The risk management framework for payment institutions should be compatible with the nature of their activities and the complexity of services they offered covering at least operational, credit and liquidity risks.
The payment institution shall meet the following requirements established by Circular 3,683/2013: -be duly organized as a legal entity; -have a principal business purpose in the performance of payment transactions; -be licensed by a payment arrangement settlor; -be authorized by the BCB in payment modalities as an issuer of electronic currency, 4 an issuer of postpaid payment instruments 5 or an accrediting institution; 6 -comply with the minimum capital amount of 2 million reals for each payment modality.
Circular 3,681/2013 stipulates risks management and minimum equity requirements as well as governance procedures of payment institutions, preservation of value and liquidity of balances in payment accounts and other measures. it is a payment institution that manages payment accounts of end users of a prepaid type and makes payment transactions available based on the electronic currency contributed in such an account, with the possibility of registering its acceptance and converting such funds into physical or bookentry currency or vice-versa. 5 it is a payment institution that manages payment accounts of end users of a postpaid type and makes payment transactions based on such an account. 6 it is a payment institution that, without managing payment accounts, accredits individual or legal entity receivers for acceptance of payment instruments issued by a payment institution or a financial institution participating in the same payment arrangement. Circular 3.682 governs all payment arrangements except cases when payment instruments are:
-accepted only by the issuer or the group of companies with limited transactions volumes;
-offered to individuals in order to pay governmental benefits. Payment arrangements may be purchase-mode when the payment service is linked to the settlement of a certain obligation or transfer-mode when the payment service is not necessarily linked to the settlement. a payment arranger shall meet the following requirements: -be constituted in Brazil as a legal entity; -establishes risk management and operational procedures; -has effective and transparent governance mechanisms. established procedures shall allow the payment arranger to prevent illegal foreign exchange and money laundering, to combat the financing of terrorism, to settle transactions, to provide availability of services, business continuity, information security, fraud monitoring and interoperability between participants, as well as with other payment arrangements.
Payment institutions and financial institutions joining a payment arrangement become participants. Participation criteria shall be public, objective, non-discriminatory, compatible with the participant's activities and focus on safety and efficiency.
in the framework of one payment arrangement the payment arranger may manage: -payment accounts and issue payment instruments; -payment accounts and convert physical or book-entry currency into electronic money.
The Central Bank of Brazil oversees the payment arrangements and may request from the institutions necessary information and documents, including statistics, a list of participants, fraud records, dispute resolution records and audit reports.
in Russia, according to the definition in article 3 of the russian nPs law, payment service includes funds transfer service, postal transfer service and payment acceptance service. The payment services providers are money transfer operators (the Bank of russia, credit organizations, 7 the state Development Corporation "veB.rF"), banking payment agents, 8 federal postal service organizations 9 and payment agents. according to the russian nPs law, the funds transfer service is: -aimed at providing the payer's funds available in the payer's bank account or provided by the latter without opening a bank account by the money transfer operator to the beneficiary; -grounded on a contract between the money transfer operator and a customer; -effected by the money transfer operator upon the customer's instruction issued within the framework of the applicable form of cashless settlements (customer's instruction) by crediting funds to the beneficiary's bank account, cash withdrawal to the beneficiary or the funds record without opening a bank account in favor of the beneficiary in case of e-money transfer.
according to the russian Payment agents law, the payment acceptance service is: -aimed at fulfilling the payer's monetary obligations before the suppliers of telecommunication services, public utility services, etc., by the payment agent;
-grounded on a contract between the payment agent and a supplier; -effected by the payment agent through the payer's cash acceptance and subsequent cashless settlements with suppliers.
according to the russian Postal law, the postal transfer service is: -aimed at delivering the sender's money to the recipient by the federal postal service organization; -grounded on a contract between the federal postal service organization and a sender; -effected by the federal postal service organization through the sender's money acceptance, processing and delivery to the receiver using postal networks.
The russian nPs law stipulates the following rules for the funds transfer service: -to have such funds transfer important characteristics as irrevocability, unconditionality and finality. Funds transfer irrevocability means a feature of a funds transfer that signifies the absence or termination of the ability to revoke a funds transfer instruction. Funds transfer unconditionality means a feature of a funds transfer that signifies the absence of conditions or the fulfillment of all conditions for transferring funds. Funds transfer finality means a feature of a funds transfer that signifies the provision of funds to the payee; -to be performed within no more than three business days starting from the day the payer's bank account is debited or from the day when the payer provides cash funds for the purpose of funds transfer without opening a bank account; -to oblige the money transfer operator to disclose the terms and conditions of the funds transfer to the customers prior to conducting a funds transfer. The money transfer operator shall disclose the amount of fees and the procedure of their charging, the methods of determining the exchange rate applicable to funds transfers in a foreign currency, the procedure of filing claims, including the contact details of the money transfer operator, and other relevant information;
-to prohibit the money transfer operator from deducting any fees from the funds transfer amount except in the case of cross-border funds transfers; -to oblige the money transfer operator to notify the customer of every transaction using the customer's electronic means of payment and confirm execution of the customers' instructions to the customers; -to oblige the money transfer operator to compensate the customer the amounts of unauthorized transactions prior to receiving the customers' notification. The money transfer operator shall refund the amount of the transaction performed without the customer's authorization, unless it proves that the customer has violated the procedure of using the electronic means of payment, which resulted in the execution of the transaction without the individual customer's authorization; -to provide the customer with the right to revoke a payment instruction until the moment of irrevocability;
-to oblige the customer to notify without delay the money transfer operator of unauthorized transactions using the customer's electronic means of payment.
The Indian Pss law does not regulate the provision of payment services, considering "payment system" to be the wider legal concept. Payment system enables payments between payers and beneficiaries involving clearing, payment or settlement services. any payment system operator shall be authorized by the rBi and may carry out activities as a bank or a non-bank. non-bank pre-paid payment instruments (PPis) issuers are in fact authorized as payment systems operators.
Banks may provide payment services if they have banking licenses granted by the rBi according to the Banking regulation act of 1949. The rBi guidelines set up a specific regulatory framework for "payment banks. " Payment banks may: -issue payment cards (except credit cards) and PPis; -provide payments and remittance services through various channels including branches, aTms, business correspondents, mobile banking and internet banking; -become a business correspondent of another bank; -accept remittances on behalf of multiple banks through a payment mechanism approved by the rBi; -handle cross-border remittance transactions on behalf of individual customers. Banks are allowed to offer mobile banking services in rupiahs under the requirements of the rBi mC on mB if they are licensed, supervised and if they have physical presence in india with implementation of the core banking solutions. Banks shall implement a registration system of customers who use mobile banking. Banks may transfer funds from the customer's accounts for cash-out in aTms or through the bank's agents and business correspondents. such cash-out services shall be provided by banks subject to limitations of the maximum value of such transfers (per month, per transaction, per beneficiary) and with identification of the recipient. The rBi instruction stipulates customer protection measures in case of unauthorized electronic banking transactions. The customers shall alert their bank of any unauthorized transaction at the earliest time. The bank's systems shall record the time and date of delivery of the message and receipt of the customer's response. This shall be important in determining the extent of the customer's liability. a customer shall not be liable (zero liability) for the loss occurring due to unauthorized transactions except in cases of the customer's negligence where the maximum liability differs from inr 5,000 to inr 25,000.
in China, payment services may be provided by banks and non-financial institutions (nFi PsP). The nFi PsP administrative measures stipulate the following scope of funds transfer services provided by non-financial institutions as an intermediary between payers and payees (i.e. third-party payment services):
-network payment that means funds transfers between payers and payees through the internet, private networks, mobile terminals or other electronic devices;
-issuance and acceptance of prepaid cards; -acquiring of payment cards; -other types of payment services as determined by the People's Bank of China (PBC).
The nFi PsP shall provide online payment services for clients based on clients' bank accounts or payment accounts. The "payment account" refers to electronic recording of the client's prepaid balance by the nFi PsP. The payment account shall not be overdrawn. When the nFi PsP processes a money transfer between a bank account and a payment account, both accounts shall belong to the same client. The nFi PsP that only holds the business license including mobile payment, telephone payment or digital Tv payment shall not open payment accounts for clients.
When providing online payment services based on bankcards, the nFi PsP shall comply with the administrative measures of Bankcard acquiring Business (PBC announcement no. 9 of 2013). When the nFi PsP processes a money transfer from prepaid cards to a payment account, the nFi PsP shall comply with the administrative measures of the Prepaid Card Business of non-Bank Payment institutions (PBC announcement no. 12 of 2012) to implement separate management of the balance of payment account transferred from prepaid cards. such a balance of a payment account may be used only for consumption and is prohibited from cash-out and investments.
The nFi PsP shall establish and improve its clients identity recognition mechanisms under the principle of Know Your Customer. The nFi PsP shall open payment accounts for clients in real-name system, register and take effective measures to validate clients' basic identity information, verify their valid identity certificates as required and retain the copies or photocopies of the valid identity certificates, and shall not open any anonymous or pseudonymous payment accounts.
The nFi PsP shall sign service agreements with clients stipulating the responsibilities, rights and obligations of the parties, which shall at least specify the business rules, charging fees and rules for inquiry, dispute resolution and complaints, measures of preventing and handling business risks and illegal activities and the liabilities for clients' losses and reimbursement rules.
When the nFi PsP opens a payment account for a client, it shall inform the client in a conspicuous manner in the service agreement and take valid measures to confirm that the client is fully aware of and clearly understands that the balance of funds in the payment account is not equal to the client's bank deposit, which is as a rule insured.
The nFi PsP shall conduct categorized management of the payment accounts according to the following requirements:
-for an individual client who passes the verification of basic identity information in a non-face-to-face manner through at least one legal and safe external channel, and opens a payment account in the nFi PsP, then the nFi PsP may open a type i payment account for the client where the balance may only be used for consumption and money transfers. The accumulative amount of payments with balance for all payment accounts of the client shall not exceed rmB 1,000 on the date when the account is opened (including the money transfers from a payment account to the client's bank account);
-for an individual client whose identity is verified by the nFi PsP or by their authorized partner in a face-to-face manner, or whose basic identity information is subject to multiple cross-validation by at least three legal and safe external channels in a non-face-to-face manner, the nFi PsP may open a type ii payment account for the client where the balance may only be used for consumption and money transfers. The accumulative amount of payment with balance for all payment accounts of the client shall not exceed rmB 100,000 for each year (excluding money transfers from a payment account to the client's bank account); -for an individual client whose identity is verified by the nFi PsP or by their authorized partner in a face-to-face manner, or whose basic identity information is subject to multiple cross-validation by at least five legal and safe external channels in a non-face-to-face manner, the nFi PsP may open a type iii payment account for the client where the balance may be used for consumption, money transfers and investments. The accumulative amount of payment with balance for all payment accounts of the client shall not exceed rmB 200,000 in each year (excluding money transfer from a payment account to the client's bank account).
The channels for the external verification of clients; basic identity information include, but are not be limited to, the databases of government departments, the information systems of commercial banks and commercial databases. The verification of individual client's basic identity information through commercial banks shall apply to type i bank accounts or credit cards.
The nFi PsP shall process money transfers between payment accounts and clients' bank accounts in a timely manner as agreed upon with clients and shall not limit the number of money transfers from type ii and type iii payment accounts to clients' bank accounts.
The nFi PsP shall obtain the payment license of the PBC (granted for five years with the possibility of extension) and comply with the following requirements:
-be incorporated in China as a joint-stock company or a limited liability company; -have the minimum capital for implementation of activities in the territory of China not less than rmB 100 million (about us$ 15 million); within the territory of one province -rmB 30 million (about us$ 5 million);
-have aml/CFT, internal control and risk management rules; -meet the information security requirements. some authors consider that the PBC have imposed strict entry thresholds and onerous obligations on third-party payment providers. These are necessary to maintain quality services and high levels of consumer protection and to control the potential risks associated with third-party payment services and illegal activities. 12 others suggest that it is inappropriate to put different types of non-financial payment services institutions in the same basket. a universal registration capital requirement is too restrictive for most pre-paid cards institutions and banks cards acquiring institutions. 13 in announcement no. 7 the PBC clarified the requirements to foreign investors for the establishment of the nFi PsP.
To obtain the PBC payment license, in addition to the abovementioned general requirements, the foreign investor shall meet the following extra requirements:
-have experience in providing payment services, processing services for financial institutions or e-commerce companies for more than two years until filing of application in the PBC; -have a profit during three previous years before filing of application; -not have a penalty imposed for illegal or criminal activities. The operation and back-up systems of a foreign-owned nFi PsP have to be located in the territory of China. storage, processing, analysis of personal and financial information created/collected in China have to be handled within the country. The cross-border transfer of such information requires the specific consent of the authorized Chinese state bodies.
South African laws do not define the subject of payment services limited by an intermediary criteria. section 7 of the sa nPs law allows a person as a regular feature of that person's business to accept money or payment instructions from any other person for purposes of making a payment on behalf of the first person to a third person to whom the payment is due. This service may be provided by banks or nonbanks in accordance with sarB Directive no. 1 of 2007 (sa Directive no. 1).
14 nonbanks may also provide services as system operators in terms of Directive no. 2 of 2007 (sa Directive no. 2).
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The scope of payment services provided by the banks is outlined in the sarB Position Paper of 2007.
16 according to this document, the payment services include only the payments through access to the customers' bank accounts and cash withdrawals in a bank with no payer's account. a bank may provide the payment services using credit payment instruments and debit payment instruments, and paper-based or electronic instruments including card-based.
sa Directive no. 1 stipulates two options for non-bank service providers: -to accept money from multiple payers on behalf of a beneficiary or to process payers' payment instructions as a beneficiary service provider; -to accept money from a payer or to process payers' payment instructions to conduct payments to multiple beneficiaries as a payer service provider.
in both cases, the non-bank service provider acts as an agent of the beneficiary/ the payer and carries out the following obligations:
-to keep records of the payments to the third parties and retain the records for five years; -to ensure safe and efficient processing systems compliant with the operational and technical requirements of sa Directive no. 2; -to notify the bank of the provider's involvement in the payments to the third parties.
Аn entity that only processes payment instructions on behalf of the banks, nonbank service providers and their customers (users) is a system operator governed by sa Directive no. 2.
The system operator shall: -meet the criteria recommended by the relevant payment system management body;
-have a written agreement with each user; -keep the information regarding any user confidential and separate; -not process the information that allows the offsetting of a user's obligations; -keep records of the processed payment instructions for five years. 
Regulation of Payment Services Provided Through Banking Correspondents or Agents
Payment service providers such as banks, the nFi PsP and e-money issuers play key roles in the national payment markets. Financial inclusion may be significantly increased by the participation of non-bank entities in providing payment services. The Consultative group to assist the Poor (CgaP) defines it as branchless banking. Two models of branchless banking -bank-based and nonbank-based -can be distinguished. Both of them use retail agents such as merchants, supermarkets or post offices to deliver financial services outside traditional bank branches. in the bankbased model every customer has a direct contractual relationship with a financial institution -whether account-based or involving a single transaction -even though the customer may deal exclusively with a retail agent. in the nonbank-based model, customers have no direct contractual relationship with a financial institution. instead, the customer exchanges at a retail agent cash or otherwise transfers funds in return for an electronic record of value. This virtual account is stored on the server of a nonbank, such as a mobile operator or an issuer of stored-value cards. 17 regulatory frameworks take different approaches. The treatment of agents depends sometimes on the category of institution represented by the agent (e.g. bank or nonbank), sometimes on the type of account being handled (e.g. e-money or bank deposits) and sometimes on the activities performed by the agent (e.g. account opening or cash handling). each approach raises distinct challenges to make regulation effective.
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Bank-based model's regulation is further considered below at examples of banking correspondents or agents. nonbank-based model's regulation is presented in section 4 at examples of e-money service providers.
in Brazil, private and state-owned banks are allowed to offer the following payment services through agents who are called "bank correspondents" (BCs): domestic and international transfers, cash deposits and withdrawals; prepaid mobile phone top-ups; bill payments; and the issuance and acquiring of payment cards. The activities of BCs are governed by the BCB resolution 3,954/2011. a bank is fully responsible for the services rendered by its agents. The BCB requires the bank (i) to control the activities of each of its agents by setting transaction limits and implementing mechanisms to block transactions remotely when necessary and (ii) to ensure compliance with all applicable legal and regulatory provisions, such as aml/CFT, customer protection and data privacy. an agent must post a notice in its establishment that it acts on behalf of the bank. agents cannot give cash advances to clients, guarantee transactions or charge extra fees. agent networks can be managed directly by the bank or outsourced to a third party (e.g. a network manager). The BCB considers network managers to be agents. network managers provide a wide range of services and often communicate directly with the bank on behalf of the agents in their network. network managers often provide training related to aml/CFT, maintenance of Pos, software development, cash handling and marketing.
The BCB has unrestricted access to all information and documents related to the services rendered by the agents. all agents must be registered in the BCB's online system. The BCB monitors and evaluates the largest agent networks by focusing on the bank's internal controls and information technology infrastructure. agentrelated risks are primarily considered part of consumer protection risk. The Conduct supervision Department of the BCB focuses on particular risks in the largest providers or in a specialized segment of the market, such as providers of payroll loans delivered through agents -and addresses the risks by requiring corrective measures in several institutions incurring the same problem, or by changing regulations. some aspects of the agent business can also be eventually covered by the prudential supervision departments as a minor item of the operational risk assessment.
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The BCs model is characterized by Brazilian researchers as a hybrid model fully integrated into the financial system. The consequences of implementation of the BCs model are two-folded. First, BCs are contracted by regulated banks that, in turn, are liable for the operations before the clients. second, as part of the financial system, BCs use the technological tools that may increase effectiveness of banking services.
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The Russian nPs law allows a credit institution to engage a bank payment agent under an agreement:
-to accept cash from individual customers or to issue cash to individual customers, including aTms; -to provide electronic means of payment to customers and to enable the use of these electronic means of payment;
-to carry out identification of individual customers in accordance with the requirements of the russian aml/CFT legislation. in the cases stipulated by the agreement with the money transfer operator, a bank payment agent that is a legal entity has the right to engage a bank payment subagent.
a money transfer operator may engage a bank payment agent subject to the following requirements to:
-conduct the activity on behalf of the money transfer operator; -identify an individual customer by the bank payment agent in accordance with the requirements of the russian aml/CFT legislation; -use a special bank account (accounts) by the bank payment agent to credit the full amount of cash received from individual customers; -confirm by the bank payment agent of the receipt (issuance) of cash; -use aTms by the bank payment agent in accordance with the requirements of the russian laws on the use of cash register equipment in cash settlements;
-inform the customers in each place of performance of operations. a bank payment agent has the right to charge individuals a fee if this is provided by the agreement with the money transfer operator.
The money transfer operator shall: -maintain a list of bank payment agents available to individual customers and tax authorities upon their request; -monitor the bank payment agent's compliance with the terms of its engagement in accordance with CBr regulations and the agreement between the money transfer operator and the bank payment agent.
The reserve Bank of India issued guidelines for engaging Business Correspondents (BCs guidelines) 22 in september 2010. Banks may engage as BC individuals and entities listed in the BCs guidelines, including cooperative societies, post offices and companies registered under the indian Companies act of 1956 with large and widespread retail outlets, excluding non-Banking Financial Companies (nBFCs). The scope of payment services provided through BCs may include receipt and delivery of small value remittances and other payment instruments.
The BCs model is restricted by representing and providing banking services of only one bank in accordance with the terms and conditions governing the written agreements between the bank and the BCs. The banks may pay fees to the BCs, the rate of which may be reviewed periodically. The agreement with the BCs should specifically prohibit them from charging any fees from the customers directly for services rendered by them on behalf of the bank.
Banks are required to take full responsibility for the acts of the BCs that they engage and have to ensure due diligence and additional safeguards for minimizing the agency risk. ensuring compliance with aml/CFT norms as laid down in the master With a view to ensuring adequate supervision over the operations and activities of the BCs by banks, every retail outlet/sub-agent of a BC is required to be under the oversight of a specific bank branch designated as the base branch. The distance between the place of business of a retail outlet/sub-agent of a BC and the base branch should ordinarily not exceed thirty kilometers in rural, semi-urban and urban areas and five kilometers in metropolitan centers.
Banks shall adopt iT solutions to ensure integrity and fraud prevention. Banks are also required to ensure that their arrangements with BCs should specify suitable limits on cash holdings by intermediaries as well as limits on individual customer payments and receipts. it is also specified that the transactions shall be reflected in the bank's books by end of day or next working day.
The South African regulatory framework gives wide discretion to banks to use agents to offer payment services. section 1(1) of the Banks act no. 94 of 1990 allows a bank to contract agents to receive on its behalf from its clients any deposits, money due to it or applications for loans or advances, or to make payments to such clients on its behalf. according to section 78(1), a bank shall not enter into an agency agreement until provision has been made out of profits for any amount representing the cost of organization or extension or the purchase of a business or a loss or bad debts.
in accordance with sarB guidance note 5/2014 "outsourcing of Functions Within Banks, " 23 outsourcing is defined as the use a service provider to perform on a continuing basis on behalf of the bank a business activity, service, function or process which could be undertaken by the bank.
The guidance note does not specify which bank functions may be outsourced, but it does prohibit the outsourcing of a bank's compliance function. all outsourcing arrangements should be measured in terms of the materiality criteria. Where a material business activity or function is outsourced the outsourcing arrangement is deemed material. a material business activity or function is defined as one that has the potential to have a significant impact on the bank's business operations or its abilities to manage risks. From the given definition it follows that outsourcing of payment services will be considered material due to its significant impact on the bank's business operations.
if a bank chooses to outsource agents providing payment services, it shall: -enter into a detailed outsourcing agreement; -ensure outsourced services are performed adequately and in accordance with internal policies, standards and the outsourcing agreement;
-ensure processes are in place to identify any weakness in a supplier's service, which may include access to the supplier by the bank's internal and external auditors as well as external agencies; 23 available at http://www.reservebank.co.za/.
-provide the sarB upon request any required information on the outsourced functions or activities.
The flexible regime for banks' use of agents has enabled banks to provide payment services outside traditional bank branches. however, requiring agents to perform in accordance with the internal policies and standards of the bank may result in the exclusion of smaller establishments, which are more likely to be located in low income areas. 
Regulation of E-Money Services
The Brazilian Payment law defines e-money as resources stored in devices or an electronic system that allow the end user to perform payment transactions. There is no specific type of e-money issuer in the laws and the BCB regulations. Payment institutions that are allowed to provide payment services are also allowed to issue and acquire e-money, to manage e-money and to convert e-money into currency, or vice versa. 25 e-money is held on prepaid payment accounts 26 of end users. Payment institutions shall ensure the end user has the possibility of full redemption of outstanding balances in prepaid payment accounts at any time.
according to article 3 of the Russian nPs law, e-money means funds provided in advance by a funds provider (a physical person or a legal person) to an obligor called "e-money operator" for transfers to other parties. e-money transfer is a funds transfer without opening a bank account, using electronic means of payment and at the same time a banking operation according to banking legislation. only russian banks and non-bank credit organizations as e-money operators are allowed to transfer e-money.
The e-money operator shall establish rules for e-money transfers, including: -the procedure for the e-money operator's activity related to e-money transfers; -the procedure for providing electronic means of payment to customers and making e-money transfers;
-the procedure for the e-money operator's activities when engaging bank payment agents and organizations providing operational services and/or payment clearing services; 24 notes on regulation of Branchless Banking in south africa, supra note 17, at 14. Brazil & Peru, gsma, 19 December 2013 (may 12, 2019 , available at https://www.gsma.com/ mobilefordevelopment/programme/mobile-money/mobile-money-regulation-in-latin-americaleveling-the-playing-field-in-brazil-peru/.
-the procedure for ensuring uninterrupted e-money transfers; -the procedure for the review of claims by the e-money operator, including prompt interactions with customers; -the procedure for information exchange when conducting e-money transfers. The e-money operator shall provide uninterrupted e-money transfers in compliance with the requirements established by the CBr. The e-money operator is entitled to conclude agreements with other organizations to provide operational services and/or payment clearing services to the e-money operator.
The russian nPs law contains specific aml/CFT requirements applicable to e-money. an e-money transfer shall be effected with customer identification, simplified identification or without identification in accordance with the aml/CFT laws. 27 if the e-money operator does not carry out the identification, the individual customer may only use the electronic means of payment for e-money transfers to merchants provided that the e-money balance at any moment does not exceed ruB 15,000 (us$ 227) and the total amount of e-money transfers during a month does not exceed ruB 40,000 (us$ 606). if the e-money operator carries out the identification, the individual customer may use the electronic means of payment for e-money transfers to other individual customers and the abovementioned monetary limits are extended according to the russian nPs law. a corporate customer shall use an electronic means of payment only after the customer's identification by the e-money operator. These electronic means of payment are deemed corporate and shall be used provided that the e-money balance does not exceed ruB 600,000 (us$ 9,090). if the specified amount is exceeded, the e-money operator shall transfer the excess money to the bank account of the corporate customer. such a bank account shall be opened by the e-money operator.
The russian approach presented in the russian nPs law has a similar feature to the definition of e-money in South Africa. as defined in the sarB Position Paper of 2009, 28 e-money is a monetary value represented by a claim on the issuer. This money is stored electronically and issued on receipt of funds, generally accepted as a means of payment by persons other than the issuer and redeemable for physical cash or a deposit into a bank account on demand. only registered south african banks 29 are allowed to issue e-money. some researchers have noted that due to the tightening of regulation, the trade-off is in favor of risk management over financial inclusion.
30
it is also essential that the e-money regulatory framework is technology-neutral and does not constrain itself to a particular form factor or technology platform. mobile phone technology is an ideal technology platform to introduce payment products and services. mobile money should however not be regulated in isolation and should be a subset of the bigger e-money regulatory framework. 31 however, the russian e-money legal concept is different: -e-money means funds and does not mean value; -e-money is transferred but not issued or redeemed. We can also outline the following similarities between South African and Russian requirements for e-money providers:
1. necessity of prior notification to the Central Bank of providing e-money services;
2. Possibility of arrangements for providing operational and clearing services by the non-banks to the banks; 3. Public disclosure of the conditions of e-money services. in russia, a contract between the bank and its customer is required;
4. The technologies used in e-money must be secure and ensure robust operations.
russian banks hold e-money in their own accounts, which differs from south african practice where deposits of e-money would have to be held in a separately identifiable e-money account in a bank for each holder of e-money according to the requirements of the Banks act. Therefore, the south african model of holding e-money resembles the bank account model in russia. 32 in India, the rBi mD on PPis defines the term "pre-paid payment instruments" (PPis) as payment instruments that facilitate the purchase of goods and services, including funds transfer, against the value stored on such instruments. The value stored on such instruments represents the holder's value paid by cash, by debit to a bank account or by credit card. The PPis can be issued as smart cards, magnetic the countries regulate non-bank payment services providers and require their authorization. Brazil, india and russia have well-developed regulations for banking correspondents and agents. russia and south africa allow providing e-money services only for the banking institutions.
